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9.4.1.1  (07-28-2003)
Overview 

1. This section describes the authorized techniques for each of Criminal Investigation’s (CI) types of information collecting activities. 

9.4.1.2  (12-21-2005)
Authorization to Gather Information 

1. Treasury Order 150–10 delegates the authority to administer and enforce the Internal Revenue laws to the Commissioner of the IRS. Since compliance with the Internal Revenue laws cannot be determined by relying solely upon the information contained on returns and documents filed with the IRS, the IRS will obtain information from other sources. However, only the information necessary for the enforcement and administration of the tax laws which the IRS is authorized and directed to enforce will be sought. (Policy Statement P–1–1.) 

2. In order to protect the public from unnecessary intrusion into their private and financial affairs, the IRS has authorized the use of a wide variety of investigative activities and techniques. The circumstances of each investigation will determine which investigative activities or techniques shall be employed. 

9.4.1.3  (04-04-2005)
Activities Not Requiring Authorized Investigations 

1. The following actions may be undertaken to identify an individual or entity without initiating an investigation: 

A. clip news articles

B. access IRS databases

C. maintain liaison with other law enforcement agencies 

D. view tax information via command code RTVUE and BRTVU through Integrated Data Retrieval System (IDRS) 

E. interview informants

F. identify individuals through vehicle license checks 

G. visually inspect a home, office, real estate, or personal property to identify an individual 

H. record the results of any activity in items a through g 

Note: Deny complainant in the right to be free from seizure of his person by forcing complainant to leave the Federal Courthouse in Fort Lauderdale, Florida when complainant had business in said courthouse.  Complainant was attempting to enter the United States Marshall’s office to report the improper acts of defendants when complainant, in order to keep complainant from filing criminal allegations against defendants, used physical force, and threat of more serious force in order to interrupt complainant’s access to a public building.  
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9.2.3.1  (05-18-2005)
OVERVIEW 

1. The purpose of this section is to inform and guide special agents in the application of the Treasury Department's Use of Force Policy. This section contains the following information: 

· General Guidelines

· Weaponless Control

· Intermediate Weapon Control

· Deadly Force

· Use of Firearms by Special Agents

· Post Use of Force Procedures

· Emergency Driving

· Special Agents' Responsibilities and Authority Toward Crimes Committed Outside the Jurisdiction of IRS 

· Medical and Liability Considerations

9.2.3.2  (01-23-2004)
General Guidelines 

1. Special agents may use force to establish and maintain lawful control of a situation with paramount consideration being given to the preservation of life and prevention of physical injury. The force should be: 

A. applied timely

B. the appropriate level of force for the circumstances 

9.2.3.2.1  (07-16-2002)
Before Using Force 

1. If possible, special agents should: 

A. identify themselves as law enforcement officers 

B. exercise persuasion, advice, and verbal warning 

2. However, if verbal means is or may be ineffective, special agents may use physical force to accomplish a law enforcement purpose. 

9.2.3.2.2  (07-16-2002)
Levels of Force 

1. The Treasury Policy Use of Force Levels on an escalating scale are: 

A. weaponless control

B. intermediate weapon control

C. deadly force

2. The degree of force authorized is limited to that which is necessary to establish and maintain control and depends on the degree of danger perceived by the agents. 

9.2.3.2.3  (01-23-2004)
When Force May Be Used 

1. Force may be used to: 

A. minimize the potential for injury

B. provide for the safety of the agent and others

C. accomplish duties authorized by law, such as performing a protective function or effecting an arrest 

2. The duty of special agents is to take steps to prevent harm to themselves and others. 

3. Special agents do not have to wait for injury to occur before taking appropriate action. 

4. Special agents may have to rapidly escalate or de-escalate the use of force depending on the totality of the circumstances. 

9.2.3.2.4  (07-16-2002)
Responsibilities of Agents, Supervisory Special Agents, and Non-Treasury Law Enforcement Officers 

1. Special agents are required to be familiar with policies and procedures regarding use of force and post use of force. 

2. Supervisory Special Agents (SSA) must certify to their Special Agent in Charge (SAC), on an annual basis, that special agents assigned to them have reviewed use of force and post use of force procedures. 

3. Non-Treasury law enforcement officers who are participating in task forces sponsored, led, or funded by the Department of the Treasury must comply with this Use of Force Policy. This policy does not apply to non-Treasury law enforcement officers who work with IRS special agents on an adhoc basis or who assist in a one-time law enforcement operation. 

9.2.3.3  (01-23-2004)
Weaponless Control 

1. Weaponless control is the most commonly used control and restraint. Techniques include: 

A. special agent presence and approach

B. identification

C. verbal commands

D. contact controls

E. compliance techniques

F. defensive tactics

2. Weaponless controls are based on fundamental policing skills and capitalize upon the acceptance of authority by the general public. 

9.2.3.3.1  (01-23-2004)
Categories of Weaponless Controls 

1. Weaponless control techniques can be classified into four categories: 

A. Cooperative Controls which rely on communication skills, verbal directions, relative positioning, and agent's presence 

B. Contact Controls such as the escort position and the palm-heel push 

C. Compliance Techniques such as joint locks and pressure points 

D. Defensive Tactics such as escape techniques, striking techniques, and weapon retention 

9.2.3.3.2  (01-23-2004)
When to Use Weaponless Controls 

1. Special agents should use communication skills when they perceive their presence, identification, and verbal commands are sufficient to establish and maintain control. 

2. Special agents should escalate to contact controls, compliance techniques, or defensive tactics when they perceive it is necessary to establish and maintain control. 

9.2.3.3.3  (08-14-2000)
Handcuffs and Restraints 

1. The purpose of handcuffs, transport handcuff restraints, and flexcuffs is to restrain the movements of a subject or prevent further physical resistance by a subject. 

2. All subjects taken into custody should be handcuffed behind their backs and the handcuffs double-locked to ensure the safety of the special agent and other citizens. Exceptions to this procedure occur when: 

A. The subject has an injury that does not permit handcuffing behind the back. 

B. The subject's age or physical limitations indicate a change in procedure. 

C. It is tactically unsafe for the special agent to double-lock the handcuffs. 

D. If tactically safe, transport handcuff restraints may be used to secure a subject's hands in front when transporting the subject for extended periods of time. 

3. All subjects should be handcuffed prior to being searched to ensure proper safety of all special agents. 

9.2.3.4  (07-29-1998)
Intermediate Weapon Control 

1. Intermediate weapons are weapons other than firearms or lethal weapons with non-lethal munitions, designed to supplement weaponless control techniques. 

9.2.3.4.1  (07-29-1998)
Authorized Intermediate Weapon 

1. Oleoresin capsicum (OC) is the only authorized intermediate weapon special agents are allowed to carry. 

2. Oleoresin capsicum canisters must consist of a nonflammable aerosol propellant, a nontoxic and nonflammable carrier, and a percentage of OC ranging from 5 to 10 percent. 

3. While OC is the only authorized intermediate weapon, emergency use of a common object as an intermediate weapon is permitted. 

9.2.3.4.2  (07-16-2002)
When Oleoresin Capsicum May Be Carried 

1. Special agents are authorized to carry the OC intermediate weapon only after they have successfully completed appropriate training. Oleoresin capsicum should be carried in a safe, secure, and readily accessible manner. 

2. Oleoresin capsicum should be carried during tactical operations, e.g., arrests or search warrants. 

3. During any other official duties, special agents may choose to carry OC along with their firearms. Special agents should not carry OC while assigned to Secret Service protection details, consistent with the policy guidelines promulgated by the Director of the Secret Service. 

4. Special agents may carry OC on board an aircraft if secured in checked baggage. The OC canister should be placed in a Zip-Loc type plastic bag, and locked in luggage that will be placed in the cargo compartment of the aircraft. Special agents should contact the airline they will be traveling on to verify permission to transport OC in the above manner. If the airline denies permission, the special agents may obtain OC after arriving at their destination from the nearest CI office. The SAC of that field office will make OC available to visiting special agents upon verification that the special agents have completed the approved training. 

9.2.3.4.3  (01-23-2004)
When Oleoresin Capsicum May Be Used 

1. Special agents may use OC when they perceive that weaponless control techniques are or may be insufficient to maintain lawful control. 

2. Special agents may use OC to control animals in situations where the animal poses a threat to special agents or other individuals. 

9.2.3.4.4  (07-16-2002)
Effect of Oleoresin Capsicum 

1. Oleoresin capsicum is designed to temporarily render an individual incapable of continuing to resist lawful control. 

9.2.3.4.5  (01-23-2004)
Purchase and Disposal of Oleoresin Capsicum 

1. Oleoresin capsicum may be purchased by field offices and assigned either to individual special agents on a permanent basis or retained in a pool in the local office and withdrawn as needed. 

2. Oleoresin capsicum purchased by the Director, Field Operations and Headquarters will be retained in a pool and withdrawn as needed. 

3. The Chief, CI; Director, Field Operations; and SAC, shall make provisions to ensure that chemical weapons are properly disposed of at the expiration of their shelf life. 

9.2.3.5  (07-29-1998)
Deadly Force 

1. Deadly force is any force likely to cause serious physical injury or death. 

9.2.3.5.1  (01-23-2004)
Authority to Carry Firearms 

1. Special agents' authority to carry firearms is implied from the authority to make arrests and seizures found in 26 USC §7608 (b). 

9.2.3.5.2  (01-23-2004)
When Deadly Force May Be Used 

1. Special agents may use deadly force only when necessary when, in the considered opinion of the special agent, the special agent or another person is in imminent danger of loss of life or serious physical injury. 

A. "Imminent" has a broader meaning than "immediate" or 
"instantaneous. " 

B. A subject may pose an imminent danger even if he/she is not at that very moment pointing a weapon at the agent. 

C. Deadly force may be used to prevent the escape of a fleeing subject if there is probable cause to believe the subject has committed a felony involving the infliction or threatened infliction of serious physical injury or death and the escape of the subject would put the special agents or others in imminent danger of serious physical injury or death. 

D. Special agents may direct deadly force against dogs or other vicious animals when necessary in self defense or defense of others. 

9.2.3.5.3  (01-23-2004)
When Deadly Force Results in Injury (Role of Special Agents) 

1. The following procedures apply when deadly force is used resulting in injury, property damage, or death. These procedures are furnished as guidelines; they are not intended to be all-inclusive or limiting. 

2. Special agents involved in the use of deadly force should: 

A. Place the subject under arrest (if appropriate), read the subject the Statement of Rights, and secure any weapons present. 

B. Call for medical assistance for all injured parties. 

C. Notify their SSA.

D. If the situation coincides with a protection detail, evacuate the protectee(s) to a safe location. 

E. Notify local law enforcement authorities and the Treasury Inspector General for Tax Administration (TIGTA) and secure the scene until they arrive. 

F. Identify individuals with knowledge of the incident for subsequent interviews by local law enforcement authorities and the TIGTA. 

G. Compile notes as soon as possible to maintain accuracy. 

H. Furnish their firearms, if discharged, to local law enforcement authorities. This should be done through the SSA or senior special agent on site and a receipt should be obtained. 

I. Cooperate with local law enforcement authorities and the TIGTA by identifying themselves and providing such information as is consistent with the constitutional protection of the special agents, i.e., that firearms were discharged (or other deadly force employed) while acting in an official capacity; that medical assistance has been requested; that suspects are in custody. 

J. When discussing the incident, exercise caution so that confidential tax information is not disclosed. 

9.2.3.5.4  (01-23-2004)
Rights of Special Agents When Deadly Force Results in Injury 

1. Special agents have the same constitutional protections as other individuals, i.e., due process, the right to counsel, etc. 

2. Special agents cannot be compelled to make self-incriminating 
statements. 

3. The United States may provide legal representation, depending on the facts of the incident and the type of action(s) initiated. 

4. Special agents may choose to consult a private attorney before providing any oral or written statements. 

5. Special agents will be responsible for selecting and paying for a private attorney. 

9.2.3.5.5  (01-23-2004)
When Deadly Force Results in Injury (Role of Supervisory Special Agents) 

1. The SSA or senior special agent at the site should: 

A. Oversee protection of subject(s), witness(es), other special agents, and the evidence. 

B. Notify local law enforcement authorities and the TIGTA. 

C. Act as an intermediary or assign a " companion agent" to act as an intermediary between the special agents, the TIGTA, and local law enforcement authorities until the special agents regain their composure and understand their rights. 

D. Ensure that the special agents involved in the incident receive prompt medical attention, if needed; are removed from the scene as soon as possible; and are not subject to media attention. 

E. If the discharge of a special agent's firearm resulted in injury or death, ensure that the firearms and spent cartridges are placed into evidence with local law enforcement authorities. Normally, a different firearm is issued to the special agent until his/her regular weapon is returned. 

F. If special agents are injured, personal contacts should be afforded to their families and transportation provided to the site of treatment. If feasible, the contacts should be by someone who knows the families, by a senior special agent, or by a SSA. 

G. For more detailed information about the role of a SSA in trauma situations, see IRM 1.4, Resource Guide For Managers. 

9.2.3.6  (01-23-2004)
Use of Firearms by Special Agents (Firearms Policy) 

1. Special agents may discharge their firearms when, in the considered opinion of the special agent, there is an imminent danger of loss of life or serious physical injury to the special agent or to another person. 

2. Special agents must conceal their firearms upon their persons, keeping them away from public view when conducting official business. However, special agents may display their firearms, if they feel it will relieve a threat against special agents or others. 

3. Special agents should draw their firearms only if there is sufficient cause to expect they will be used and be prepared to use them. 

4. Special agents may not fire their firearms solely to disable a moving vehicle except in the limited circumstances when agents are exercising the Secret Service's protective responsibilities consistent with policy guidelines promulgated by the Director of the Secret Service. 

5. Special agents may fire their firearms at the driver or other occupants of a moving motor vehicle only when: 

A. special agents and others are in imminent danger of serious physical injury or death; and 

B. public safety benefits of using such force outweigh the safety risk to special agents or others 

6. Warning shots are prohibited because they pose a hazard to innocent parties. However, special agents may use warning shots while exercising the Secret Service's protective responsibilities, consistent with policy guidelines promulgated by the Director of the Secret Service. 

9.2.3.6.1  (01-23-2004)
Discharge of Firearms 

1. Whenever special agents discharge their firearms while in the performance of official duty, the post use of force procedures outlined in this section must be followed. These procedures do not apply to routine firearms discharges, such as during firearms training, qualification, testing, etc. 

2. Whenever special agents have an accidental discharge of their firearms, they must report the incident via memorandum and forward through channels to the Director, National CI Training Academy (NCITA). 

9.2.3.6.2  (08-14-2000)
Investigation of Discharged Firearms 

1. The TIGTA will investigate all instances where a discharged firearm resulted in injury, serious property damage, or death. 

9.2.3.7  (08-14-2000)
Post Use of Force Procedures 

1. After force is used in an official capacity special agents must follow these procedures. 

9.2.3.7.1  (07-16-2002)
Notification When Force Results in Injury 

1. In all instances where use of force resulted in injury, serious property damage, or death, the following notifications must be made: 

A. The involved special agents or assisting special agents (if the involved special agents are incapacitated due to injury) must immediately notify their immediate supervisor of the incident regardless of the time of day. 

B. The immediate supervisor must immediately notify TIGTA and the SAC. 

C. The SAC must then notify the Director, Field Operations, who will in turn notify the Chief, CI. 

D. Special agents must complete page 1 of Form 9776, Use of Force Incident Report, including a narrative and submit it to the SAC. 

9.2.3.7.2  (01-23-2004)
If a Firearm was Discharged 

1. If a firearm was discharged and resulted in injury, serious property damage, or death, the following notifications must be made to the: 

A. Undersecretary of the Treasury (Enforcement)

B. Director, NCITA

2. Absent any legitimate fifth amendment (self incrimination) privilege concerns special agents must complete Form 9776, including a narrative. A copy of this report and attached narrative must be sent, through channels to the Director, National CI Training Academy, Attention: Use of Force Program Manager. 

3. This procedure must be followed regardless if shots were fired by special agents/officers of other law enforcement agencies, a subject, or a third party. 

9.2.3.7.3  (01-23-2004)
Coping with the Incident 

1. Psychological counseling is available to special agents involved in a use of force incident which resulted in serious injury or death. All communications between the special agents and the psychological counselor will fall under the patient-doctor confidentiality rules. 

2. Psychological counseling is also available to their immediate family members. 

3. Special agents involved in a use of force incident and/or their family members may contact the Employee Assistance Program's toll free line for law enforcement officers and their families. Counselors with a law enforcement background are available 24 hours per day, 7 days per week to address the unique concerns of law enforcement and their families. In addition to telephone counseling, face to face meetings can also be requested. A counselor can be reached regarding law enforcement concerns at 1-888-270-8958. 

4. At the discretion of the SAC, administrative leave may be granted to special agents involved in an incident which resulted in serious injury or death. 

9.2.3.7.4  (01-23-2004)
Notification When Force Does Not Result in Injury 

1. If a special agent uses force the level of compliance techniques or higher on the Use of Force Model, he/she must complete Form 9776, including a narrative and submit it to the SAC. See Exhibit 9.2.3–1, Use of Force Model and Exhibit 9.2.3–2, Color Codes. A copy of this report and attached narrative must be sent to the Director, National CI Training Academy: Attention Use of Force Program Manager. 

2. If a firearm is discharged, special agents must complete page 2 of Form 9776. A copy of this report and attached narrative must be sent to the Director, National CI Training Academy, Attention: Use of Force Program Manager. 

9.2.3.8  (01-23-2004)
Special Agents' Responsibilities and Authority Toward Crimes Committed Outside the Jurisdiction of IRS 

1. Special Agents' responsibilities and authority toward crimes committed outside the jurisdiction of IRS is governed by whether the crimes committed are federal or non-federal. 

9.2.3.8.1  (07-16-2002)
Federal Crimes 

1. Special agents on official duty are expected to respond when a federal crime is committed in their presence by: 

A. immediately calling the appropriate federal or local agency; or 

B. responding as federal law enforcement officers if it is a life-death situation or an incident in which the special agents are inextricably involved 

9.2.3.8.2  (01-23-2004)
Non-Federal Crimes 

1. The Federal Law Enforcement Officers Good Samaritan Act (FLEOGSA) provides Federal law enforcement officers "scope of employment coverage and protection when taking reasonable action to protect individuals from injury or bodily harm during the commission of a crime of violence." 

2. The law states "...a law enforcement officer shall be construed to be acting within the scope of his/her office of employment, if the officer takes reasonable action, including the use of force, to: Protect an individual in the presence of the officer from a crime of violence. Provide immediate assistance to an individual who has suffered or is threatened with bodily harm. Prevent the escape of any individual who the officer reasonably believes to have committed in the presence of the officer, a crime or violence." 

3. A "Scope of Employment" determination is required before the government can represent employees and a determination that an employee acted "in the due performance of his/her official duty" is a prerequisite to reimbursement for monetary judgements against IRS employees, 26 USC §7423(2). 

4. This act does not enhance the law enforcement authority or jurisdiction of any Federal law enforcement officer nor does it require Federal law enforcement officers to become involved. Rather, it assures the agents that if they take reasonable actions to intervene in a crime of violence that may result in a loss of life or serious bodily harm, the FLEOGSA provides agents significant protection from liability. 

5. Any actions taken must be considered to be "a reasonable officer's response" as established in Graham vs. Connor, 490 U.S. 386, (1989). In some circumstances, notifying the local authorities rather than becoming involved would be the appropriate response. 

6. Special agents must follow the Treasury Department's Use of Force Guidelines at all times when a firearm is used. These guidelines must be followed regardless of the fact that a state or local law may be more liberal in allowing law enforcement officers to use firearms. 

9.2.3.8.2.1  (01-23-2004)
Department of Justice's Position on Representation 

1. The Department of Justice (DOJ) is currently prohibited by statute from representing special agents who acted outside the scope of their employment. 

2. The DOJ will determine on a case-by-case basis whether special agents acted within the scope of their employment and whether representation by the government is in the interest of the United States. 

9.2.3.9  (01-23-2004)
Medical and Liability Considerations 

1. Whenever a subject is injured during the application of a weaponless control technique or the intermediate weapon (OC), special agents must ensure that the subject receives medical attention as soon as possible. 

A. If an injured subject refuses medical assistance, special agents cannot force the subject to receive treatment. 

B. If a subject in custody refuses treatment, documentation should be obtained from medical personnel that the subject refused treatment. 

2. If special agents cause injury to a person, the injured person is responsible for paying for needed medical services regardless of how the person was injured, even if by accident. 

3. Special agents do not have the authority to pay or commit federal funds for medical services to a person injured by special agents, see 31 USC §1341(a)(1)(A), Antideficiency Act. 

A. Inadvertently violating this act could result in administrative discipline, including job loss (31 USC §1518). 

B. Violating this act knowingly could result in a fine and imprisonment (31 USC §1519). 

9.2.3.9.1  (01-23-2004)
The Federal Tort Claims Act 

1. The Federal Tort Claims Act (FTCA), 28 USC §1346(b), §§2671-2680, allows an individual to claim damages against the United States for injury or death caused by the negligent or wrongful acts or omissions by special agents acting within the scope of their employment, where the United States, if a private person, would be liable under applicable state law. 

2. In order for a person to obtain damages, special agents must have acted in a negligent or wrongful manner. 

3. In order for the United States to assume liability, special agents must have been acting within the scope of their employment, as determined by the state law where an injury occurred. Otherwise, the United States will not assume liability and special agents acting outside the scope of their employment could be sued in state court and be held personally liable for damages upon a judgment against them. 

9.2.3.9.1.1  (01-23-2004)
If Injured Person Alleges Violation of Constitutional Rights 

1. If an injured person alleges a violation of his/her constitutional rights, that person could file a lawsuit against the special agents. This is known as a Bivens suit. Bivens v Six Unknown Named Agents of the Federal Bureau of Narcotics, 403 U.S. 388 (1971). Unlike FTCA cases, special agents are the defendants and not the United States. Special agents will be represented by the government if DOJ determines the special agents were acting within the scope of their official duties and representation is in the interest of the United States. The special agents would be personally liable upon a judgment against them. However, 26 IRC §7423(2) authorizes the Secretary of Treasury to repay damages and costs recovered against federal employees in any suit brought against them by reason of anything done within the scope of their official duties. 

9.2.3.9.2  (07-16-2002)
Special Agents' Rights 

1. If special agents are injured in the performance of their official duties, the special agents may file claims under the Federal Employees' Compensation Act (5 USC §8101). 

9.2.3.9.3  (01-23-2004)
Professional Liability Insurance 

1. Professional liability insurance (PLI) is available through private insurance carriers for CI employees. Employees are personally responsible for contacting a private insurance carrier of their choosing to secure PLI and payment of the premiums. 

2. Section 636 of Public Law 104-208 of the Treasury, Postal Service and General Government Appropriations Act for FY 1997 permits the following groups of employees to receive reimbursement for a portion of the premiums paid for PLI: 

A. Executives

B. Managers

C. Supervisors

D. Management Officials

E. Special Agents

3. The PLI reimbursements will be paid at 50 percent of the cost of premiums paid during the fiscal year. The reimbursement will be included in salary payments and will also be reflected on earnings and leave statements. There is no deadline by which reimbursement requests must be received. One of the following methods will be used to compute reimbursements for PLI premiums paid: 

A. by payroll allotment will be based on 50 percent of the payroll deductions made during the fiscal year. 

B. directly to insurance carriers will be prorated based on the premium amount for insurance coverage during the fiscal year. 

4. To receive 50% reimbursement of premiums paid (regardless of the method of payment for premiums) during a fiscal year, eligible employees must complete the Self-Certification of Premiums Paid for Professional Liability Insurance form after the end of the fiscal year. The form can be obtained from the Employee Resource Center (ERC) web at <http://erc.web.irs.gov/>, searching under liability insurance. The completed form should be mailed to: 

	Philadelphia Transactional Processing Branch

	P.O. Box 245, Drop Point S-5721

	Attn: Professional Liability Insurance

	Bensalem, PA 19020


5. The ERC can be contacted for additional information on their web site at <http://erc.web.irs.gov/>, 1-866-743-5748, or TYY 1-866-924-3578. 

9.2.3.10  (03-26-2008)
Emergency Driving 

1. Criminal Investigation special agents may engage in emergency driving only when the seriousness of the emergency outweighs the danger created by such driving. When engaging in emergency driving, special agents must continually balance the need to engage in such driving against safety considerations. 

2. Directive No. 7 establishes guidelines consistent with a uniform Treasury standard for Law Enforcement Officers to use in making decisions regarding emergency driving. 

3. The goal of this directive is to ensure the safety of law enforcement officers, other persons involved, and the general public by balancing the seriousness of the emergency with safety considerations. 

4. Directive No. 7 applies when a suspect is being followed to make an apprehension, surveillance is being conducted, or exigent circumstances exist. It encompasses driving situations in which the posted speed limit or other traffic laws are disregarded. The directive also notes that some driving maneuvers with a vehicle, referred to as emergency driving tactics (i.e., blocking, ramming, forcing vehicles off the road), may constitute the use of deadly force and may only be used in compliance with Treasury’s Policy on the Use of Force, Treasury Order 105–12. 

9.2.3.10.1  (03-26-2008)
Definitions 

1. Emergency Driving: Driving in a manner that disregards the posted legal speed limits or other traffic laws for one or more of the following purposes: 

A. following a suspect vehicle to make an apprehension

B. conducting surveillance

C. responding to other exigent circumstances

2. Emergency Driving Tactics: Emergency driving tactics are maneuvers made while pursuing a vehicle that are likely to cause deliberate physical contact between the vehicles. Examples of emergency driving tactics may include blocking (except for slow moving vehicles), cutting off, ramming, and forcing vehicles off the roadway. 

3. Deadly Force: Deadly force is the use of any force that is likely to cause death or serious physical injury. Deadly force does not include force that is not likely to cause death or serious physical injury but unexpectedly results in such death or injury. 

9.2.3.10.2  (03-26-2008)
Factors To Consider 

1. When balancing the need for emergency driving with safety considerations, CI special agents should consider all relevant factors, including but not limited to the following: 

A. the nature of the emergency

B. the imminent danger to public safety if a suspect is not apprehended

C. the seriousness of the offense

D. the probability of apprehending a suspect at a later time

E. the location, weather, speed, traffic, and road conditions

F. the time of day

G. the presence of pedestrians

H. the special agent’s driving ability

I. the condition of all the vehicles involved

J. the availability of emergency equipment

K. the availability of assistance from uniformed police officers in marked police vehicles 

L. the possibility of alternative courses of action

9.2.3.10.3  (03-26-2008)
Emergency Driving Tactics 

1. In some circumstances, emergency driving tactics may constitute the use of deadly force. Those emergency driving tactics that are likely to cause death or serious physical injury may constitute the use of deadly force. Special agents may use deadly force only when necessary; that is, when the special agent has a reasonable belief that the subject of such force poses an imminent danger of death or serious physical injury to the special agent or to another person. 

2. Deadly force may be used to prevent the escape of a fleeing subject if there is probable cause to believe: a. The subject has committed a felony involving the infliction or threatened infliction of serious physical injury or death; or b. The escape of the subject would pose an imminent danger of death or serious physical injury to the officer or to another person. 

3. If force, other than deadly force, reasonably appears to be sufficient to accomplish an arrest or otherwise accomplish the law enforcement purpose, the use of deadly force is not necessary. See Treasury Order 105–12, Policy on the Use of Force, for additional guidance. 

9.2.3.10.4  (03-26-2008)
Other Agencies 

1. In the planning of Treasury led joint operations involving other federal, state, or local law enforcement agencies, each participant will be informed of this policy and that this policy will be controlling. 

9.2.3.10.5  (03-26-2008)
Emergency Equipment 

1. Criminal Investigation should review state requirements for emergency systems/equipment on vehicles engaged in emergency driving and comply when appropriate. 

9.2.3.10.6  (03-26-2008)
Rights of Third Parties 

1. Nothing in these guidelines is intended to create, or does create, an enforceable legal right or private right of action. 

Exhibit 9.2.3-1  (01-23-2004)
Use of Force Model 

This image is too large to be displayed in the current screen. Please click the link to view the image.
Exhibit 9.2.3-2  (01-23-2004)
Color Codes 

	COLOR CODES 

	The perception of threat has often been associated with the color spectrum. The Federal Law Enforcement Training Center has recently revised the Use of Force Model. These revisions remove the Strategic, Tactical, Volatile, Harmful and Lethal Officer Perception designations. The Ability/Capability-Opportunity-Intent triangle has replaced the specific Officer Perception designations to clearly emphasize a need for these legal elements to be simultaneously present before an Officer Response of Deadly Force is authorized. 

	★
	Blue-Designation

	 
	→ 
	The agent is engaged in duties with an occupationally produced perception of responsibilities and risks. The agent can control the subject by using officer presence and verbalization skills. 

	★
	Green-Designation

	 
	→ 
	The agent perceives an increase in risks with the confrontational environment, evolving into a procedural process, and the deployment of tactics. The subject exhibits the preliminary level of noncompliance and requires some degree of physical contact by the agent in order to elicit compliance. 

	★
	Yellow-Designation

	 
	→ 
	The agent perceives the situation escalating and the level of noncompliance has increased. The subject is using force and/or energy to maintain resistance. The agent uses physical control tactics of sufficient force to overcome the active resistance. 

	★
	Orange-Designation

	 
	→ 
	The agent has the perception of an attack or the potential for such an attack on the agent or others. The agent is justified in using defensive countermeasures designed to cease the subject's nonlethal assault on the agent or others, regain control, and assure continued compliance. 

	★
	Red-Designation

	 
	→ 
	The agent perceives an imminent threat that could result in death or serious physical injury to the agent or others. Immediate countermeasures must be used to stop the threat. 

	ACTION ARROWS 

	Double-headed assessment/selection arrows represent the potential for a threatening situation to rapidly escalate, de-escalate, or stabilize. Agent's control responses should also escalate, de-escalate, or stabilize. 
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9.4.1  Investigation Initiation 

· 9.4.1.1   Overview
· 9.4.1.2   Authorization to Gather Information
· 9.4.1.3   Activities Not Requiring Authorized Investigations
· 9.4.1.4   General Investigations
· 9.4.1.5   Primary Investigations
· 9.4.1.6   Subject Criminal Investigations
· 9.4.1.7   Subject Seizure Investigation
9.4.1.1  (07-28-2003)
Overview 

1. This section describes the authorized techniques for each of Criminal Investigation’s (CI) types of information collecting activities. 

9.4.1.2  (12-21-2005)
Authorization to Gather Information 

1. Treasury Order 150–10 delegates the authority to administer and enforce the Internal Revenue laws to the Commissioner of the IRS. Since compliance with the Internal Revenue laws cannot be determined by relying solely upon the information contained on returns and documents filed with the IRS, the IRS will obtain information from other sources. However, only the information necessary for the enforcement and administration of the tax laws which the IRS is authorized and directed to enforce will be sought. (Policy Statement P–1–1.) 

2. In order to protect the public from unnecessary intrusion into their private and financial affairs, the IRS has authorized the use of a wide variety of investigative activities and techniques. The circumstances of each investigation will determine which investigative activities or techniques shall be employed. 

9.4.1.3  (04-04-2005)
Activities Not Requiring Authorized Investigations 

1. The following actions may be undertaken to identify an individual or entity without initiating an investigation: 

A. clip news articles

B. access IRS databases

C. maintain liaison with other law enforcement agencies 

D. view tax information via command code RTVUE and BRTVU through Integrated Data Retrieval System (IDRS) 

E. interview informants

F. identify individuals through vehicle license checks 

G. visually inspect a home, office, real estate, or personal property to identify an individual 

H. record the results of any activity in items a through g 

Note:

Special agents working alone or with a multi-agency task force to evaluate financial information for potential money laundering, currency or other non-tax crimes may scrutinize tax return information only after an ex parte order is obtained or a related statute determination is made by the Special Agent in Charge (SAC). 

2. As soon as an individual or entity is identified as one who requires further evaluation for potential criminal activity, a primary investigation (PI) must be initiated. 

9.4.1.4  (12-21-2005)
General Investigations 

1. A general investigation (GI) is a study, survey, canvassing, or coordination activity related to a group, an activity, or a CI program/sub-program to identify possible noncompliance with the laws enforced by the IRS. General investigations are also used to track special agent time in regard to specific specialized activities and investigative imprest funds. 

2. A GI normally involves areas of non-compliance for a specific occupation, industry or CI program/sub-program. When the focus shifts from the group to the potential criminal activity of an identified individual or entity, a PI will be opened. As additional information is developed which indicates prosecution potential exists, a subject criminal investigation (SCI) will be opened. 

3. If a PI is generated from information developed in a GI, the PI must be linked to the GI under which it was developed by entering the GI number in Section 1, Item D on Form 4930, Criminal Investigation General/Primary/Subject Investigation Report. The GI number does not need to be entered on a SCI because it will automatically be linked through the PI. 

4. If a PI is developed independently of the GI, it should not be linked to the GI, even though it may pertain to the same instance(s) of non-compliance being addressed by the GI. 

5. A PI should never be linked to an imprest fund GI or other Specialized GI. 

9.4.1.4.1  (07-28-2003)
Ownership of a General Investigation 

1. General Investigation ownership will always be in the office initiating the investigation. Ownership can never be transferred or changed. 

9.4.1.4.2  (12-21-2005)
Initiating a General Investigation 

1. A special agent will initiate a GI based on one of the following: 

A. Investigation of alleged non-compliance within a specific category of individuals. The purpose of investigative GIs is to determine if the allegation warrants investigation of specific individuals and to develop investigative leads to determine which individuals should be investigated. 

B. Coordination is often required in a specific program, sub-program, or enforcement activity. Examples might include Questionable Refund Program/Return Preparer Program (QRP/RPP), Joint Terrorism Task Forces (JTTF), High Intensity Drug Trafficking Area (HIDTA), High Intensity Financial Crimes Area (HIFCA), etc. 

C. Investigative imprest funds. Examples include undercover agent maintenance activities, cover agent maintenance activities, and special use vehicles such as surveillance vans. 

2. The special agent will prepare Form 4930, to initiate a GI. He/she should describe the purpose and scope of the GI in Section IV, Item 12, Allegations of Non-Compliance. See IRM 9.9, Criminal Investigation Management Investigation System, for additional information needed to complete Form 4930. 

9.4.1.4.2.1  (12-21-2005)
Purpose of the General Investigation 

1. The purpose of establishing the GI should be stated clearly and should include allegations and indications of non-compliance, e.g., informant communications, previous SCIs, referrals from other divisions, etc. 

9.4.1.4.2.2  (12-21-2005)
Effective Management of General Investigations 

1. Field offices need to ensure PIs resulting from GIs are appropriately linked in the Criminal Investigation Management Information System (CIMIS). 

2. Effective management of GIs is vital to field office efficiency. Non productive GIs drain valuable resources. Field offices should periodically review and evaluate the results and effectiveness of GIs during the investigation review process and close non-productive GIs to free resources for more productive activities. 

3. In evaluating the effectiveness of GIs the following factors should be considered: 

A. Are the activities commensurate and appropriate with the amount of time being charged? 

B. Were the investigative development activities successful?

C. Were the objectives of the GI articulated in the opening memorandum achieved? 

D. Are the special agent(s) familiar with the GI’s activity?

E. Is the GI properly coded? (Are appropriate investigations correctly coded with Fraud Scheme Code 900-Legal Income General Investigation). 

F. Are PIs resulting from the GI initiated in a timely manner after the subject has been identified? 

G. Are PIs developed through the GI linked with the GI on CIMIS?

H. Does the GI duplicate the activities or objectives of other GIs?

I. Is there still a need for the GI or should it be closed?

4. Form 6083, SSA's Investigation Progress Report is the primary mechanism for documenting activities conducted under a GI. This form should be utilized to track the progress of and timely evaluation all GIs. 

9.4.1.4.2.3  (12-21-2005)
Scope of the General Investigation 

1. The scope of the GI should include the following: 

A. type of contacts anticipated outside the IRS as authorized for a GI 

B. type of information to be gathered

C. availability of the information/records to be gathered 

9.4.1.4.3  (04-04-2005)
Approving a General Investigation 

1. The SAC will approve GIs that relate exclusively to his/her field office and involve investigative or coordination activities. 

2. The Director, Field Operations must approve specialized GIs for imprest funds. 

3. The Director, Operations Policy and Support (CI:OPS) will approve any GI that is national in scope. 

9.4.1.4.4  (07-28-2003)
Expansion of an Approved General Investigation 

1. If the original purpose or scope of an approved GI is expanded, the expansion must be in writing and signed by the approving official. 

9.4.1.4.5  (04-04-2005)
Authorized General Investigation Techniques 

1. In making investigative inquiries, authorized under a GI, a special agent is allowed to disclose the name of an individual associated with a particular group for identification purposes, to the extent necessary to secure information that is relevant and necessary to the investigation. Investigative inquiries are limited. 

9.4.1.4.5.1  (12-21-2005)
Techniques Relating to General Investigations 

1. Additional techniques permitted for investigative GIs include: 

A. Searches within existing IRS records and databases. 

B. Inquiries of Federal, state, and local governmental agencies, including state and local tax authorities. 

C. Contact with the original informant and other informants who are believed to possess pertinent information. 

D. Contact with foreign (tax treaty and other nations) government bodies similar to (b) above. These contacts must be coordinated through Headquarters (HQ) with the Director, International (CI:OPS:I). 

E. Surveillance

F. Consensual Monitoring

G. Undercover

H. Contacts with sources outside the government as long as there is no disclosure of a specific individual or entity and the inquiry is relevant to the investigation. 

I. Form letters, pattern letters, or letters to third parties (formerly circular letters), to persons outside the IRS for information on individuals or entities as long as no individual or entity name is disclosed. (The letters, if requesting identical information about a group of unnamed individuals, may require administrative clearance by the Office of Management and Budget under the Paperwork Reduction Act of 1980.) 

9.4.1.4.5.2  (04-04-2005)
Additional Techniques Permitted in Liaison and Sub-Program General Investigations 

1. In addition to the techniques listed above for investigative GIs, certain other techniques are allowed in specific liaison and sub-program GIs. Those techniques are discussed below. 

9.4.1.4.5.2.1  (12-21-2005)
Additional Techniques Relating to Pure Money Laundering General Investigations 

1. Pure money laundering GIs will most likely relate to HIFCA task forces and Suspicious Activity Report (SAR) Review Teams, but may also relate to other Financial Investigative Task forces. IRM 9.4.13, Financial Investigative Task Force has more information regarding SAR-Review Teams. 

2. Special agents may contact the participants and institutions identified in a currency report to identify the source, disposition, and nature of the currency transaction. 

3. If a subpoena is used, the subpoena is limited to documents and records relating to the scope of the transactions that generated the Currency Transaction Record (CTR) or SAR. A subpoena should not be used as a means to examine financial transactions beyond the scope of the reported suspicious activity. To subpoena information or records outside the scope of the transaction (i.e., entire account records), the special agent must elevate the investigation to SCI status. 

Note:

Special agents working alone or with a multi-agency task force to evaluate financial information for potential money laundering, structuring or other non-tax crimes may scrutinize tax return information only after an ex parte order is obtained or a related statute determination is made by the SAC. 

9.4.1.4.5.2.2  (12-21-2005)
Additional Techniques Relating to Questionable Refund Program and Return Preparer Program General Investigations 

1. Each field office maintains a GI related to questionable refund and return preparer schemes (QRP/RPP). The QRP coordinator will be the primary person who charges time to the GI; however, other special agents may also conduct activities relating to the GI. 

2. The Fraud Detection Center (FDC) reviews returns to detect fraudulent refund schemes. 

A. Special agents may respond to a request for assistance from a FDC. In the interests of providing expeditious aid to the FDCs in identifying fraudulent refund schemes, special agents may: 

	1) Verify suspicious refund addresses through the use of drive-bys or visual inspection of a potential subject’s home, office, place of employment, post office box, etc. 

	2) Determine the validity of the earnings and withholdings reported on the potentially fraudulent returns by contacting the employer. 

	3) Contact the US Postal Service to intercept fraudulent refund checks. 


3. The FDC will initiate refund scheme PIs when the scheme warrants additional investigation. The FDC will prepare the Form 4930 and input it into CIMIS. A copy of the Form 4930 will be retained in the scheme file in the FDC. CIMIS will place the PI in an appropriate field office QRP or RPP case pool. These schemes must be evaluated within 90 days. 

4. In addition to the activities noted in paragraph 2, the field office will charge time to the QRP/RPP GIs for the following: 

A. Participation in any activity that fosters voluntary compliance in the QRP/RPP area and encourages return preparers, transmitters or others to contact CI to report a potentially fraudulent scheme. For example, a special agent may attend meetings with preparers/EROs to educate them on how to identify suspicious returns. 

B. Meetings with other operating divisions to discuss and coordinate the QRP/RPP programs. 

C. Special agents may interview informants and accept information relating to fraudulent schemes: 

	1) This includes interviewing reputable return preparers or electronic return originators (EROs) who call about an individual(s) trying to file or transmit a questionable return. 

	2) If, after speaking with the preparer/ERO, the special agent has no firm indication the individual is participating in a scheme, the special agent may seek additional information necessary to determine whether a refund scheme actually exists. 

	3) If, after speaking with the preparer or with the individual who attempted to file the false return, the special agent believes there may be a scheme, the special agent should immediately seek approval to number a PI and follow the guidelines set out below for contacts under a PI. 


5. As noted above, under a GI, special agents may make limited third party inquiries about potential QRP/RPP schemes; however, the inquires may only be made to determine criminal potential and to identify persons responsible for the scheme. As soon as these determinations are made, third party contacts must cease until a SCI is initiated. 

9.4.1.4.5.2.3  (12-21-2005)
Techniques Relating to Organized Crime and Drug Enforcement Task Force General Investigations 

1. The Department of Justice (DOJ) reimburses CI for the time spent and for certain expenditures incurred as a result of participation in the Organized Crime and Drug Enforcement Task Force (OCDETF). As a result, special agents should carefully monitor and record all time spent conducting general OCDETF activities. All GI time needs to be included on the Criminal Investigation Monthly Activity Report (Form 5043A). Examples of activities chargeable to the GI include: 

A. Assisting with open OCDETF investigations and/or prosecutions when CI does not have an open investigation. 

B. Evaluation and information gathering related to an open non-CI OCDETF investigation being considered as a PI or an SCI. 

C. Evaluation and information gathering prior to the numbering of a PI or SCI OCDETF investigation by the Core City Task Force Coordinators. This time is limited, however, to only 1 month for narcotics trafficking organizations and 3 months for money laundering organizations. All remaining time used for development of these investigations should be charged to the High Level Drug Leader (HLDL) GI. 

D. Task Force Coordinator’s time spent on general OCDETF duties. 

9.4.1.4.5.2.4  (04-04-2005)
Techniques and Activities Relating to High Level Drug Leader General Investigations 

1. The HLDL program allows IRS to review DEA files related to Class I and II violators. The SAC determines which files will be evaluated for criminal potential by CI and which files will be forwarded to the other operating divisions for examination. A special agent may charge the time spent evaluating the files to the HLDL GI. 

9.4.1.4.5.2.5  (04-04-2005)
Techniques and Activities Relating to High Intensity Drug Trafficking Area General Investigations 

1. The SAC may appoint a coordinator to act as a liaison to the local HIDTA or may assign special agents and/or a Supervisory Special Agent (SSA) to work in a HIDTA initiative. The following activities may be charged to the HIDTA GI: 

A. liaison activities which ensure appropriate levels of cooperation between CI and the other agencies in the local HIDTA 

B. assisting with open HIDTA investigations and/or prosecutions when CI does not have an open investigation 

C. evaluation and information gathering related to an open non-CI HIDTA investigation being considered as a PI or an SCI 

D. coordinators time spent on general HIDTA duties 

9.4.1.4.5.2.6  (04-04-2005)
Techniques and Activities Relating to Strike Force General Investigations 

1. Field offices where the US Attorney’s Office is active in the Strike Force/Racketeer program will initiate GIs to track time spent in this area. The program looks for individuals who derive substantial income from illegal activities, and special agents will use the same techniques authorized for an investigative GI. 

9.4.1.4.5.2.7  (12-21-2005)
Lead Development Center 

1. In support of the overall IRS Mission and the Mission of the CI, Lead Development Centers (LDCs) will prioritize their work to: 

A. Identify and develop leads that fall within the parameters of the Strategy and Program Plan, as well as the Annual Compliance Program. 

B. Provide analytical support to field offices on ongoing, high impact investigations (see subsection (5), below). 

C. Assist field offices in identifying and assembling information on individuals and entities involved in significant criminal non-compliance with the Internal Revenue Code and other related statutes (see IRM 9.4.11, Investigative Services). 

D. Coordinate local, national, and international projects/leads initiated to identify specific areas/industries of non-compliance. 

E. Facilitate coordinated research initiatives with the operating divisions. 

2. Each of the five LDCs is responsible for GI investigation development of a national program area of fraud based on the priorities outlined in the Annual Compliance Program Guidance (ACG). The LDC assigned a particular national program is generally responsible for all GI investigation development requests on a nationwide basis. Depending on the size of such requests, multiple LDCs may assume joint responsibility. 

Note:

The LDCs are also delegated the authority to number money laundering and Back Secrecy Act (BSA) investigations. 

A. Philadelphia/Baltimore LDC has primary responsibility for abusive tax scheme lead development. 

B. Garden City LDC is primarily dedicated to case development and field support for counterterrorism investigations. 

C. Denver/Portland LDC has primary responsibility for frivolous filer and non-filer lead developments, prime lead processing, and information item processing. 

D. Tampa LDC has primary responsibility for the BSA program (e.g., SARs, wire remitters, and Small Business/Self Employed (SBSE) anti-money laundering (AML) program coordination. 

E. Indianapolis LDC has responsibility for employment tax, bankruptcy fraud and offers in compromise (OIC) lead development. 

3. The organizational structure of the LDCs consists of: 

A. GS-1811-14, Supervisory Special Agent (SSA)

B. GS-1801-12, Supervisory Investigative Analyst (SIA)

C. GS-1801-11, Investigative Analysts (IA)

D. GS-6, Compliance Support Assistant (CSA)

4. The Director, Lead Development Centers, is responsible for managing the LDCs and reports to the Director, Operations Policy & Support (CI:OPS). 

5. Listed below are procedures for field offices requesting assistance from the LDC for analytical support of an investigation or case development initiative. The most efficient use of the LDC resources entails analytical support for initiatives with national or international implications concerning a non-compliance issue. Frequently these initiatives are of such magnitude that they are coordinated nationally through a Headquarters Section. Every effort is made to partner the field office and the LDC with a civil operating division to ensure a concerted Service wide effort to address the non-compliance. 

A. When a field office has an investigation or investigation development initiative of national or international scope requiring analytical support concerning a non-compliance issue, they may request assistance from a LDC. 

B. These requests should be forwarded to the Director, Lead Development Centers, for review and assignment. The Director, LDC will determine the viability of a request and will make the determination as to which LDC receives the assignment. 

C. When there are competing requests for assignment, the Director, LDC in concert with the appropriate Headquarters Section Director, will determine the priority for assignment. 

D. Each request for assistance must contain a detailed narrative, which sufficiently describes the allegations, potential violations, the scope of the requested LDC assistance, and the required information needed in the investigation or investigation development. 

E. The request must include a copy of the completed and processed Form 4930 reflecting the subject, primary, or general investigation number. Additional related associates must be documented via Form 4930A, Criminal Investigation Associate Identity Report. 

F. The request must clearly state whether this is an administrative or grand jury investigative effort, and specifically state grand jury restrictions, Mutual Legal Assistance Treaties (MLAT) restrictions, covert restrictions, or any other concerns or restrictions, in conducting the research, contact with Web sites, or sharing with the civil operating divisions. 

G. The request must state the cooperative agreement the field office has made to partner with a civil operating division to ensure a concerted service-wide effort to address the non-compliance. 

H. Each field office request assigned to a LDC for support will have a lead investigative analyst (IA) assigned. 

I. Before any action is taken by the LDC, the SSA of the field office and the LDC, along with the Supervisory Investigative Analyst (SIA), the lead investigating special agent, and the lead IA, will hold a documented meeting, either through a conference call or in person, to discuss the investigation or investigation development initiative to ensure there is a mutual understanding of the investigative effort, investigative direction, contact or sharing restrictions for information, the LDC assistance requested, and LDC capabilities. 

J. This meeting, or a follow-up meeting, will include appropriate individuals from the affected civil operating division to ensure agreement with the field office and the LDC to execute a service-wide initiative aimed at the non-compliance to include civil injunctions, examinations, and collection activity. 

K. The lead IA will develop a plan with the lead investigating special agent to ensure a cohesive and coordinated effort to the analytical support. Additionally, the special agent should forward or notify the lead IA of any research already conducted. 

L. The lead IA and the lead investigating special agent must continuously communicate to share and obtain any additional information which impacts the analytical support or the direction of the initiative. 

M. The special agent must provide sufficient communication to the lead IA to ensure that unnecessary work is not performed and that all pertinent leads are pursued. When additional leads or potential subjects are identified, the special agent will be notified of this information by the lead IA for further investigative planning. 

N. In these large scope ongoing field office investigative initiatives, information will be continuously shared between the lead IA and the lead special agent. This should be an ongoing process and not delayed until the entire initiative is complete. 

9.4.1.5  (04-04-2005)
Primary Investigations 

1. A PI is an evaluation of an allegation that an individual or entity is in noncompliance with the laws enforced by IRS and may have prosecution potential. 

2. A PI may also relate to a group of individuals involved in a coordinated scheme whereby the individuals are alleged to be in noncompliance with the laws enforced by the IRS. 

3. A PI can be the parent of more than one SCI. It can also be closed without ever generating an SCI. 

9.4.1.5.1  (03-03-1999)
Sources of Primary Investigations 

1. Primary investigations come from many sources. Some are described below. 

9.4.1.5.1.1  (12-21-2005)
Information Items 

1. Information which comes to the attention of a CI employee in the field office is typically recorded on a Form 3949, Criminal Investigation Information Item. See other subsections in IRM 9.4, Investigative Techniques, IRM 9.5, The Investigative Process, and IRM 9.8, Criminal Investigation Fraud Detection Center, for more information concerning information items. 

2. Information items which have a Form 211, Application for Reward for Original Information, associated with it should be upgraded to an SCI or closed within 60 days. See IRM 25.2.2, Informant Rewards. 

3. Information items will be monitored by the Denver LDC. Denver LDC will be responsible for ensuring information items are forwarded to the appropriate field office or functions within other operating divisions. Information items received from the other operating divisions will be forwarded to the Denver LDC. Information items received by field offices will be forwarded to the Denver LDC. 

4. If the field office retains an information item for further development that is not received from the Denver LDC, the field office will provide the Denver LDC with a copy of the Form 3949, Criminal Investigation Information Item for tracking purposes. If the item does not result in a criminal investigation, the information item will be forwarded to the Denver LDC. The Denver LDC will be responsible for forwarding the information item for consideration to the appropriate function within the other operating division. 

9.4.1.5.1.2  (04-04-2005)
Fraud Detection Center Initiated Primaries 

1. The Resident Agent in Charge (RAC) initiates a PI when the FDC identifies a scheme relating to QRP or RPP. The PI will be placed in the appropriate field office’s QRP/RPP case pool. The field office must decide within 90 days of receiving a QRP scheme or a RPP scheme whether to upgrade the PI to an SCI or return the scheme to the FDC. 

2. If the FDC places controls on accounts related to the identified scheme, the individuals and/or entities are to be entered into the CIMIS system as associate identities on Form 4930A. Subsequent to placing the investigation into the field office’s QRP/RPP pool, the field office is responsible for inputting any associate identities into the CIMIS system. 

3. Closed QRP information items or investigations are sent to the field office’s FDC. Closed RPP investigations (both primary and subject) will be forwarded simultaneously to the FDC and the Small Business and Self Employed (SB/SE) Return Preparer Coordinator. 

9.4.1.5.1.3  (12-21-2005)
Criminal Fraud Referrals 

1. Criminal fraud referrals from other operating divisions will be sent to the field office through the fraud technical advisors. 

2. The field office will number criminal fraud referrals as PIs upon receipt from the other operating divisions. 

3. The field office will set up a conference, with the referring operating division employees, the fraud technical advisor, and others as needed to discuss the merits of the referral within 10 workdays of the receipt of the referral in the field office. 

4. The field office must decide within thirty workdays of receiving the referral whether to upgrade the PI to an SCI or return the referral to the other operating division. The field office can request an extension of the evaluation time requirements. The reasons for delay in making a determination will be documented in the administrative file. The due date must be updated in CIMIS. 

5. Any further extensions must be granted by written agreement of the appropriate field territory manager. The agreement should specify the reason for the request (such as a delay in receiving signed tax returns or an opinion from Counsel) and the date the referring office may expect a final determination. 

6. Under certain circumstances, the referring operating division may request an appeal of a declined fraud referral as outlined in IRM 25.1.3.5 (2). Criminal Investigation must be able to justify and clearly articulate the reasons for a referral’s declination. 

7. A unique number will be assigned to each referral and will be listed in the upper right hand corner on Form 2797, Referral Report of Potential Criminal Fraud Cases. The eight digit number is comprised of the originating fraud technical advisor group number (1 to 5), two digits representing the fiscal year; a sequential number (001 will represent the first referral submitted to CI at the start of each fiscal year); and a two digit number representing the civil operating division making the referral. 

8. CIMIS source codes (Form 4930, item number 18) have been interpreted differently. Only items received through the Fraud Technical Advisor via Form 2797 should be coded as a fraud referral.Whoever is assigned responsibility for numbering the referral must carefully review the document to ensure the correct operating division has been selected. The fraud referral control number will aid in determining the proper source as the last two digits are operating division specific. 

9. The following items are not referrals: 

A. Armed escorts information received informally from an IRS employee.

B. Cases under audit at the time CI independently initiates an investigation based on information from another source. These audits will be placed in suspense, but do not qualify as referrals. 

10. The National Fraud Program Office (NFPO) has already implemented this numbering process. Effective immediately, referrals received without a control number should be returned to the Fraud Technical Advisor Manager. See the SBSE Web page for names and locations of fraud referral specialist managers (http://sbse.web.irs.gov/FR/Fraud/personnel.htm). 

11. To assist in properly tracking referrals, the fraud program manager has agreed that only one fraud referral, with one control number, will be forwarded to CI, even when there is a common set of facts involving two or more individuals or entities (such as a husband and wife or corporate officer and employees). Criminal Investigation will, in turn, number one primary investigation for each Form 2797 regardless of the number of entities discussed in the referral. (An exception will be certain national schemes involving LMSB taxpayers, where multiple referrals on the same business entity can occur.) 

12. After the fraud referral has been evaluated, a copy of the Form 2797 must be returned to the Fraud Referral Specialist with the primary number noted in Box 14d. 

13. In order to facilitate consistency, each field office will designate an employee to be responsible for receipt and tracking of fraud referrals. This employee will be responsible for:
•maintaining a record of fraud referrals received by the field office, including current status
• ensuring primary numbers are obtained timely and that the fraud referral control number is properly entered into CIMIS 
• assisting the SAC in tracking due dates and extensions 
• ensuring subject numbers are obtained timely for accepted referrals
• maintaining the field office TIMS folders for documents relating to the Fraud Referral program including all Forms 2797, Referral Declination Memorandums and Requests for Extensions
• tracking fraud awareness presentations 

9.4.1.5.1.4  (07-28-2003)
General Investigations 

1. Primary investigations related to individuals or entities may emerge, at any time, during the GI evaluation process. A PI should always be numbered when it appears that an identified individual or entity may have prosecution potential. 

9.4.1.5.1.5  (04-04-2005)
Grand Jury Evaluation Requests 

1. Requests from the US Attorney’s Office for IRS participation in grand jury investigations will be numbered as PIs. 

9.4.1.5.1.6  (04-04-2005)
Direct Referrals- Prime Leads 

1. An information item or group of information items received in CI that lack criminal potential may be referred to the other operating divisions. When there is a firm indication of substantial civil tax potential, the field office will recommend a direct referral to the other operating divisions in the form of a prime lead. The completed and approved prime lead will be sent from the field office to the Denver LDC as a prime lead. Only items that have previously been numbered as a primary will be sent as a prime lead. Criminal Investigation will send all the information used to evaluate the referral after redacting any grand jury information, Suspicious Activity Reports (SARs), records of Criminal History, or other restricted material. The Denver LDC will do additional case building when necessary and forward the entire package to the appropriate operating division. 

Note:

Primary investigations on return preparers should not be designated as prime leads and should be sent to the area return preparer coordinator through the FDC. 

9.4.1.5.2  (04-04-2005)
Ownership of a Primary Investigation 

1. Primary investigation ownership will always be the field office that initiated the investigation. Ownership can never be transferred. 

9.4.1.5.3  (04-04-2005)
Initiating a Primary Investigation 

1. Form 4930 will be used to authorize all PI’s. IRM 9.9, Criminal Investigation Management Information System (CIMIS) should be consulted to complete the form. 

2. If the subject of the PI resides in another field office’s territory, concurrence of the SAC for the territory in which the subject resides is necessary before the PI can be initiated. 

9.4.1.5.4  (12-21-2005)
Approving a Primary Investigation 

1. The SAC has approval authority within his/her field office to initiate all PIs by signing Form 4930. The authority to approve the initiation of PIs within field offices, except for PIs involving violations of 18 USC §1956, §1957, §1960, §371M (associated with a Title 18 violation), §371T (associated with a Title 31 violation) and/or any Title 31 investigations may be delegated within the field office through local delegation orders to the ASAC or SSA level. 

2. The RAC signs all Forms 4930 to initiate PIs on QRP/RRP schemes identified in the FDC. 

3. The Supervisory Special Agent (SSA) of the LDC signs all Forms 4930 to initiate PIs in the LDC. The LDC SSA has the authority to approve PIs involving Title 26, 18 USC §1956, §1957, §1960, §371T and/or any Title 31 investigations. 

4. Investigations of banks and brokers or dealers in securities referenced in 31 CFR 103.46(a)(1) through 103.46(a)(6) for possible criminal violations of 31 CFR Part 103 (except 31 CFR 103.23 and 103.48) must be authorized by the Chief, CI. See IRM 1.2.2, Delegation Order 143. 

9.4.1.5.5  (12-21-2005)
Associate Identities 

1. An associate identity to a PI is an individual or entity that has a nexus to the scheme of alleged non-compliance identified in the PI, but whose role in the scheme has yet to be fully determined. If controls are placed on an individual and/or entity identified as an associate entity, the associate identity must be entered into CIMIS via Form 4930A. 

2. All associated individuals and/or entities will be associated with the PI by completing a Form 4930A. 

3. The associated entity screen will enable each field office to identify if an individual or entity is tied to an investigation anywhere in the country. It will also assist in Freedom of Information Act (FOIA) requests and immunity clearance requests from the attorney for the government. 

4. The associated entity screen in CIMIS will also alert the special agent when closing a grand jury investigation to notify DOJ of the disposition of all related entities for which grand jury investigative authority was sought but were not numbered as a PI or SCI. 

5. Witnesses are not to be entered as associate identities. Per Department of the Treasury Directive 55-01, a witness is defined as a person who has information or evidence concerning a crime and provides such information or evidence to a law enforcement agency. Where the witness is a minor, the term witness includes an appropriate family member or legal guardian. The term witness does not include defense witnesses or those individuals involved in the crime as perpetrators or accomplices. The term witness does not include confidential informants. 

6. If an individual is entered in CIMIS as an associate identity, but is later determined to be a witness, the associate identity record for the individual will be removed from CIMIS. 

9.4.1.5.6  (12-21-2005)
Authorized Primary Investigative Techniques 

1. The following additional techniques and activities are approved for PIs: 

A. Assist other agencies in the execution of a search warrant, including interviewing subject and related individuals during the execution of the warrant. (However, CI cannot interview third parties and/or the subjects after the execution of another agency's warrants without an SCI.) If CI is the affiant, a SCI must have been initiated. 

B. Consensual monitoring.

C. Mail covers.

D. Discussions with the referring IRS officer.

E. Contact with foreign (tax treaty and other nations) government bodies, including local tax authorities. These must be coordinated through the Director, International in CI HQ Operations Policy & Support (CI:OPS). 

F. Contact with the taxpayers by mail to verify their filing record using Letter 1509 (DO). This form letter will not be used to solicit an admission if there is good cause to believe that a taxpayer has willfully failed to file. Use of this form should be approved by the SAC. 

G. Access to original tax return.

2. In addition to the above activities, the following activities are permitted in QRP/RPP PIs: 

A. Contact employers and other filers of information return documents to verify data shown on the information returns, e.g., Forms W-2, W-4, 1099, 8300, 4789, etc. 

B. Contact with employers of potentially fictitious persons is permitted but limited to determining the validity of the employee’s earnings and withholding. 

C. Limited third party inquiries are also allowed to determine the true identity of a filer of false or fraudulent claims being evaluated by the applicable campus questionable refund detection team. This includes verification of addresses used by individuals responsible for filing the fraudulent return. 

3. Special agents may disclose the name of the subject of a PI for identification purposes in an effort to secure information that is relevant and necessary to the investigation. 

4. In a Financial Investigative Task Force, or in a Title 31 or SAR investigation, CI personnel may serve subpoenas authorized by the US Attorney’s Office. 

9.4.1.6  (12-21-2005)
Subject Criminal Investigations 

1. A SCI is an individual or entity alleged to be in non-compliance with the laws enforced by the IRS and having criminal prosecution potential. 

2. The object of a SCI is to gather pertinent evidence to prove or disprove the existence of a violation of the laws enforced by the IRS. 

3. A SCI will always be initiated after a PI. A PI and a SCI can be initiated simultaneously in those instances when the investigation has criminal prosecution potential. 

9.4.1.6.1  (04-04-2005)
Ownership of a Subject Criminal Investigation 

1. Ownership of a SCI may or may not be in the field office that initiated the SCI. Ownership can only be changed by transferring the SCI from the responsible field office to another field office. This may not be done until the transfer has been approved by the SACs of the two field offices involved. A SCI and the PI to which it is associated may or may not have the same owner. The Criminal Investigation Management Information System hotline must be contacted to perform the transfer of the investigation. 

9.4.1.6.2  (12-21-2005)
Initiating a Subject Criminal Investigation 

1. Form 4930 will be used to authorize all SCIs. IRM 9.9, Criminal Investigation Management Information System should be consulted to complete the form. 

2. If the subject of the investigation resides in another field office’s territory, concurrence of the SAC for the territory in which the subject resides is necessary before the SCI can be initiated. 

3. If the investigation does not fall within the CI compliance strategy, a deviation memorandum must be prepared for the SAC’s approval and retained in the investigation's administrative file. 

9.4.1.6.3  (04-04-2005)
Approving a Subject Criminal Investigation 

1. Non-sensitive Title 26 SCIs may be approved by the SAC. (The authority to approve the initiation of SCIs, except for 18 USC §1956, §1957, §1960, §371T and/or any Title 31 investigations, can be delegated through local delegation orders to the ASAC.) All sensitive Title 18, 26, and 31 SCIs must be approved by the Director, Field Operations. 

2. A sensitive investigation is defined as one involving: 

· currently serving elected Federal officials

· currently serving Article 3 Judges

· currently serving high-level Executive Branch Officials 

· currently serving elected statewide officials

· currently serving members of the highest court of the states 

· mayors currently serving populations of 250,000 or more 

· perjury in the US Tax Court

· exempt organizations

3. Investigations of banks and brokers or dealers in securities referenced in 31 CFR 103.46(a)(1) through 103.46(a)(6) for possible criminal violations of 31 CFR Part 103 (except 31 CFR 103.23 and 103.48) must be authorized by the Chief, CI. See IRM 1.2.2, Delegation Order 143. 

9.4.1.6.4  (12-21-2005)
Subject Criminal Investigative Techniques 

1. A SCI is considered a full-scale criminal investigation and, therefore, can use the broad spectrum of investigative techniques available to the special agent. 

2. A SCI is required for the execution of a search warrant when CI is the affiant. Special agents can still assist other agencies in the execution of a search warrant, including interviewing subjects and related individuals during the execution of the warrant. In order to do this however, CI must have either a GI or PI number. CI cannot interview third parties and/or subjects after the execution of another agency's warrant without a numbered SCI. 

9.4.1.7  (12-21-2005)
Subject Seizure Investigation 

1. In order to capture time on criminal or civil seizure actions (18 USC §981, 18 USC §982, 18 USC §984, 26 USC §7301, 26 USC §7302 and 26 USC §881), a separate subject seizure investigation (SSI) will be initiated apart from existing SCIs. Only one SSI is numbered for a specific target. Do not number a SSI for each location or for each asset relating to the specific target. 

9.4.1.7.1  (12-21-2005)
Ownership of a Subject Seizure Investigation 

1. Subject seizure investigation ownership may or may not reside with the field office that initiated the investigation. Subject seizure investigation ownership can only be changed by transferring the investigation from one or the initiating field office to another field office. This may not be done without the prior approval of the SACs of the two field offices involved. A SSI and the PI to which it is associated may or may not have the same owner. The CIMIS hotline must be contacted in order to perform the transfer of SSI investigations from one field office to another. 

9.4.1.7.2  (04-04-2005)
Initiating a Subject Seizure Investigation 

1. Form 4930 will be used to authorize all SSIs. If no PI exists, a PI and a SSI must be initiated at the same time. IRM 9.9, Criminal Investigation Management Information System should be consulted to complete the form. 

9.4.1.7.3  (04-04-2005)
Approving a Subject Seizure Investigation 

1. The authority to approve the initiation of all non-sensitive SSIs rests with the SAC. All sensitive Title 18, 26, and 31 SSIs must be approved by the Director, Field Operations. See IRM 9.4.1.6.3(2) which provides a definition of sensitive investigations. This approval authority can not be redelegated. 

9.4.1.7.4  (03-03-1999)
Subject Seizure Investigative Techniques and Procedures 

1. A SSI must always be associated with a PI. A SSI can be closed only when one of the following actions occurs: 

A. All the assets seized have been disposed.

B. No assets were seized and no further action will be taken. 

C. The SSI was initiated to charge time assisting another agency’s seizure investigation and no more time will be charged to the investigation. 

2. Additional information relating to seizure investigations and forfeitures can be found in IRM 9.7, Asset Seizure and Forfeiture. 

	Part 9. Criminal Investigation

	Chapter 12. Administrative and Recordkeeping Matters
	
	

	Section 1. Miscellaneous Administrative Procedures




9.12.1  Miscellaneous Administrative Procedures 

· 9.12.1.1   Overview
· 9.12.1.2   Daily Record of Activity Diary
· 9.12.1.3   Mandatory Guidelines for Tax Return Inventory Control
· 9.12.1.4   Security of Communications
· 9.12.1.5   Recognition Programs
· 9.12.1.6   Confidential Financial Disclosure Program for CI Employees
9.12.1.1  (03-01-2005)
Overview 

1. This section contains administrative procedures with respect to miscellaneous topics. 

9.12.1.2  (03-01-2005)
Daily Record of Activity Diary 

1. All technical Criminal Investigation (CI) personnel, (except Supervisory Special Agents (SSA) and higher management officials), and investigative support personnel are required to maintain a daily record of activities in the CI Diary (Electronic Diary, data file.) Non-technical personnel at the field office, area office, and Headquarters (HQ) levels not directly involved in investigative activities are not required to maintain a daily record of activities. These personnel include: budget analyst, program manager, program assistant, etc. 

2. The following instructions apply to the CI Diary: 

A. Keep diaries current and up-to-date.

B. Entries should be brief but detailed enough to describe the employee's activities with respect to official matters, such as investigative actions, leave, Law Enforcement Availability Pay (LEAP), overtime/credit/compensatory hours worked, travel expenses, vehicle log and home to work entries, other official expenditures, etc. 

C. Entries should cover important activities, such as initial interview of taxpayers, interviews of return preparers or key witnesses. 

D. Entries should be of sufficient length to describe the event. This would include sources, dates of origin, and other facts and circumstances involved in obtaining leads and evidence in investigations. 

E. Law Enforcement Availability Pay (LEAP) entries should be specific as to time and details of all activities. 

3. Diaries will be inspected by management officials to ensure that instructions pertaining to diary maintenance are being observed. Annually as directed, special agents, investigative analyst (IA), tax fraud investigative assistants (TFIA) and compliance support assistants (CSA) will transfer a copy of their CI Diary data file to their immediate manager for review. The manager will access the Manager Review feature of the CI Diary and review the diary data file of his/her subordinate personnel. This review must be completed as soon as practicable, since subordinate personnel cannot make entries in their CI Diary until the reviewed data file is e-mailed back by the manager and saved to the Diary data file by the employee. 

4. All diaries or calendars used to maintain a daily record of activities, should be retained by the CI head of office to which the employee is assigned. In the event an employee transfers within CI, the head of office will forward the employee's diaries or calendars to the head of office to which the employee is transferred. Diaries or calendars of an employee will be made available to the former field office upon request. 

9.12.1.2.1  (07-15-2002)
Chronological Worksheet 

1. Special agents may be required to maintain a detailed chronological worksheet (Form 4365) to record the sources, dates of origin, and other facts and circumstances involved in obtaining leads and evidence in investigations. Completed chronological worksheets relating to investigations should be maintained as a permanent part of the field office investigation file. 

9.12.1.3  (03-01-2005)
Mandatory Guidelines for Tax Return Inventory Control 

1. A separate record of all original tax returns in the custody of field office personnel will be maintained by the Special Agent in Charge (SAC). These original documents include Questionable Refund Program (QRP) and Return Preparer Program (RPP) documents that contain a Document Locator Number (DLN). 

Note:

At the option of the Director, Field Operations, the SAC may delegate this responsibility to SSAs to maintain a listing of all original tax returns in the custody of personnel within their groups. 

2. These procedures require appropriate security for original tax returns and documents containing DLNs to prevent unauthorized disclosures. These original documents should not be retained by CI longer than necessary. 

3. The SAC or SSA (if delegated this responsibility) will designate a CSA or TFIA as the designee to be responsible for the request, receipt, control, and custody of the inventory of tax returns. 

4. To request tax returns or documents containing a DLN, special agents will submit a completed request Form 4844, Request for Terminal Action, approved by the SSA, to the designee, who will input the request through the Integrated Data Retrieval System (IDRS). 

A. A special agent assigned to assist government attorneys will not request tax returns or tax return information in response to ex parte orders. The Disclosure Officer serving the field office will request all returns and return information in response to an ex parte order. To facilitate expeditious handling, government attorneys should be directed by special agents to forward ex parte orders directly to the Disclosure Officer. 

B. The provisions of 26 USC §6103 do not authorize CI to secure returns or return information in response to ex parte orders. Failure to adhere to these provisions could result in an unauthorized disclosure ( IRM 11.3 ,Disclosure of Official Information and the latest revision of Delegation Order 156, Authority to Permit Disclosure of Tax Information and to Permit Testimony or the Production of Documents). 

5. All original returns, documents bearing DLNs and transmittals Document Charge Out (Form 4251) or Data Link Document Request/Charge Out (Form 8079) and Document Transmittal (Form 3210), should go directly to the designee. The designee will control request, receipt, custody, and assignment information on a database, and notify the requesting special agent when documents are received. 

6. The designee will exercise exclusive control of the database and custody of all original tax returns and documents with DLNs. He/she will keep the original tax returns and any related documents in a locked cabinet. He/she will also use Form 3210 as a controlling document or log book to acknowledge transfer or receipt of original returns when they are assigned to special agents. Special agents will work from a copy of an original return and will not normally be assigned or retain the original for extended periods. Original tax return(s) should only be assigned to a special agent when needed for "signature verification" by the taxpayer and return preparer or grand jury or trial proceedings. 

A. A certified copy of the original tax return will be introduced as the grand jury or trial exhibit. The original tax return will remain in the custody of IRS. Certified copies of original returns will be obtained from the Fraud Detection Center (FDC) (Criminal Investigation Delegation Order No 18, Seal of Office) or the local Disclosure Officer (Delegation Order No 198). 

7. Special agents will periodically provide the designee with a list of all tax returns that are no longer needed for retention in the field office. At a minimum, the returns assigned to a special agent will be reviewed annually during his/her workload review to determine if the returns are still needed. 

8. Periodically, the designee will recharge original tax returns to files and update the tax returns status on the database. 

9. By November 30th of each year, the designee will perform database verifications to ensure that returns requested have been received or recharged to files, and that both database and related assignment documents match. 

A. There shall be a 100% physical verification of every original tax return in the custody and control of the designee. 

B. The SSA shall assign someone other than the designee to perform the 100% verification in order to ensure a separation of duties. If possible, the person performing the verification shall be a designee from another group within the field office. 

C. The SSA shall be provided with the database verification by December 15th of each year so that he/she can take necessary actions to correct any discrepancies and ensure the effectiveness of the operation. The SSA will initial and date the database verification and retain it for two years. The retained verifications will show the actions taken to correct any discrepancies. 

10. By December 15th of each year, the SSA will sample Forms 4844 to ensure the designee inputs only approved requests for any tax return. 

11. As part of their operational review, the SAC or Assistant Special Agent in Charge (ASAC) will verify the accuracy of the original tax return inventory and validate the SSA's original tax return assignments to the special agents. In instances where a related statute test determination was made and tax returns were secured, the SAC or ASAC will ensure that a copy of the related statute test determination is attached to the tax return or retained in the related tax return inventory file. 

9.12.1.4  (03-01-2005)
Security of Communications 

1. All communication must be protected from unauthorized disclosure. This includes oral, written and electronic communication. 

9.12.1.4.1  (01-28-2004)
Use of Double Sealed Mailing Envelopes 

1. Written communications involving matters to which access is limited should be mailed in double sealed envelopes marked, "to be opened by addressee only." This applies to: 

A. investigative, statistical and management reports 

B. collateral requests and replies

C. memoranda of any kind

Note:

When there is doubt as to whether or not double sealed mailing should be used, it should be resolved in favor of using double sealed mailing. 

9.12.1.4.2  (01-28-2004)
Discussion of Official Business 

1. Official matters should not be discussed in public or within the hearing of the public. IRM 9.3.1, Disclosure. 

9.12.1.4.3  (03-01-2005)
Use of Words "Top Secret," "Secret " and "Confidential" 

1. The designations "Top Secret," "Secret, " and "Confidential" may be used only on documents containing information affecting the national security of the United States as defined in Executive Order 12958, Classified National Security Information. 

2. The following are suggested designations for documents containing information other than that affecting the national security of the United States: 

A. "Limited Official Use (LOU)" 

B. "Sensitive But Unclassified (SBU) " 

C. "Official Use Only (OUO)" 

Note:

Limited Official Use is a category of SBU authorized within the Department of the Treasury. Official Use Only information is a category of SBU information authorized within the IRS. Unauthorized disclosure of SBU may reduce the effectiveness of Tax Administration, violate law, adversely affects the national interest, the conduct of Federal programs, or the privacy to which individuals are entitled under the Privacy Act or other laws. The Law Enforcement Manual (LEM) is OUO information and requires special handling to prevent its loss, misuse, alteration or unauthorized disclosure ( IRM 11.3.12, Classification of Documents). 

9.12.1.4.4  (07-15-2002)
Transmitting Documents by Mail 

1. When transmitting documents by regular mail, registered mail, certified mail or other express service, confirmation of delivery will be used if any of the following documents are included in the transmittal: 

A. administrative file, including original tax returns 

B. special agent's report (SAR)

C. exhibits to SAR

D. supplemental report

2. Should confirmation of delivery not be received by the office transmitting such files or documents within a reasonable period, not to exceed 15 days, inquiry is to be made through the regular channels of the delivery service in regard to the apparent failure of registered mail or express service to reach the addressee. 

A. Information concerning the delayed or lost transmittals should be forwarded to the addressee. 

B. Steps should be taken as appropriate or necessary to duplicate the contents of the original transmittal to permit the addressee to proceed with the proposed necessary action. 

9.12.1.4.5  (01-28-2004)
Facsimile Transmission of Tax Information 

1. The legal authority for facsimile transmission of tax information is the same as for responding to an inquiry for tax information by telephone or mailing tax information to third parties. Guidelines regarding the faxing of return and return information can be found in IRM 11.3.1,Introduction To Disclosure. 

9.12.1.4.6  (03-01-2005)
Electronic Mail 

1. Employees may not use e-mail to transmit SBU data unless they use the IRS Secure Messaging (SM) system. Secure Messaging allows users to encrypt e-mail messages and attachments for transmission between IRS employees. However, both the sender and recipient must have SM in order for the e-mail to be protected. 

2. Sensitive law enforcement information must not be transmitted by e-mail, even when encrypted. This includes information related to informants or undercover activities. 

3. IRM 11.3.1, Introduction to Disclosure and IRM 25.10.1, Information Technology (IT) Security Policy and Guidance, for additional information regarding e-mail guidelines. 

9.12.1.5  (03-01-2005)
Recognition Programs 

1. There are various CI and IRS employee recognition programs. The procedures for preparing and processing award recommendations can be found on the Human Resources (CI:S:HR) Web page; Finance (CI:S:F) Web page; and the IR Web site on the IRS Human Capitol Office (HCO) http://shr.web.irs.gov. 

9.12.1.6  (03-01-2005)
Confidential Financial Disclosure Program for CI Employees 

1. In order to avoid conflicts of interest, certain executive branch employees must file a Confidential Financial Disclosure Report upon entering covered positions and yearly thereafter with the Office of Government Ethics (OGE). 

2. Confidential financial disclosure is subject to a number of legal requirements. The filing of Confidential Financial Disclosure Reports is addressed in the Ethics in Government Act of 1978 (as amended); Title 5 of the Code of Federal Regulations, Part 2634, Subpart I; and Treasury Directive 61-02. In-depth information on the Service's Confidential Financial Disclosure Reporting Program can be found on the Service-wide Ethics Program Web site http://awss.web.irs.gov/PersonnelServices/ethics/index.htm. The Desk Procedures for Administering the Internal Revenue Service's Confidential Financial Disclosure Program in Criminal Investigation can be found on the CI Human Resources Web page. 

3. The Associate Chief Counsel (General Legal Services) is the Deputy Ethics Official (DEO) for the IRS. The DEO provides advice to IRS employees concerning the OGE Standards of Ethical Conduct, the Treasury Supplemental Standards, the Treasury Rules of Conduct, conflicts of interest, and related statutes and regulations. 
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